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Abstract

The vulnerability of deep neural networks to adversar-
ial examples poses a significant challenge for real-world
deployment. Existing techniques to enhance deep network
robustness rely on adversarial training, an approach that
is powerful but computationally intensive and typically tai-
lored to specific attack types. To address these limitations,
existing works have explored techniques such as adding
gaussian noise or filtering images, both of which can boost
the network robustness to various adversarial attacks, al-
beit modestly. Here, we theoretically demonstrate that
these two approaches enhance robustness against adversar-
ial attacks through complementary mechanisms, resulting
in supralinear robustness when combined. Building on this
insight, we experimentally show that a simple preproces-
sor combining Gaussian noise and bilateral filtering yields
supralinear improvements in adversarial robustness with
minimal computational cost. Next, we combine our prepro-
cessor with adversarial training and test on RobustBench to
assess its supralinear improvement over state-of-the-art de-
fenses. First, this combination ranks second on AutoAttack
and third overall, while using only ~35% of the training
FLOPs, using a model with 50% less parametets, trained
with ~33% of the epochs and ~15% the data compared
to state-of-the-art defenses. Second, our method scales ef-
ficiently, matching the accuracy of competing models with
roughly 2-8x less total compute across ~3 orders of mag-
nitude. Overall, our approach provides a principled and
easily integrable framework for enhancing adversarial ro-
bustness, offering negligible computational overhead and a
simple yet theoretically grounded design.

*M.S. and P.V.A. contributed equally as senior authors
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1. Introduction

A decade ago, Convolutional Neural Networks (CNNs)
achieved superhuman performance in object recognition
tasks [10, 23, 28]. However, targeted pixel-level perturba-
tions of the original image can cause CNNs to make incor-
rect predictions [6, 20], while being often imperceptible to
humans [9]. These adversarial attacks (AAs) present a sig-
nificant challenge when CNNss are used to solve real-world
problems, for example, self-driving systems, [35], facial
recognition [26, 44], and many others.

Adversarial training remains one of the most effective
defenses against such attacks [20, 45], but it is computation-
ally expensive, needing around 9x more floating point oper-
ations (FLOPs) [4] and therefore scaling poorly with model
size. Additionally, its robustness is tied to attacks seen dur-
ing training [43], which can lead to difficulties when deploy
in real-world scenarios. In contrast, simple filtering tech-
niques or image corruptions using additive noise can im-
prove robustness to certain adversarial attacks with minimal
computational cost [51]. However, no single filtering or im-
age corruption method has proven broadly effective across
various attack types (see Section 2 for details). Importantly,
these approaches have largely been developed in isolation,
and a systematic evaluation of their combined effect on ad-
versarial robustness is still lacking.

Motivated by these observations, we asked whether a
simple, theoretically grounded combination of filtering and
additive noise could enhance adversarial robustness while
easily integrating with existing defense methods. We ad-
dress this question both mathematically and with extensive
experiments with both standard CNNs and state-of-the-art
models, making the following contributions:

1. We show mathematically that Gaussian noise and fil-
tering enhance adversarial robustness through distinct



mechanisms, and their combination protects against a
broad class of attacks (Section 4).

We verify this result empirically, showing that Gaussian
noise and filters can yield a supralinear gain in adversar-
ial robustness (Section 5.1).

When combined with adversarial training, we achieve
+0.6 % higher robust accuracy compared to the previous
state-of-the-art, while using only ~35% of the training
FLOPs (Section 5.2).

Our preprocessor scales efficiently across model sizes,
reducing the training compute needed to reach competi-
tive robustness by up to 15x (Section 5.2)..

2. Related work

We review existing defense mechanisms against adversarial
attacks, which we group these methods into three categories
that are particularly relevant to this work.

Introducing artificial samples in the training dataset.
Introducing artificial samples into the training data is a com-
monly used strategy in machine learning, and also includes
the most prominent adversarial defense method. The most
prominent approach integrates adversarial examples into the
training process [20, 34, 46], generally referred to as ad-
versarial training. These defenses, when combined with
synthetic data generated by diffusion models [4, 45], cur-
rently represent the SotA on visual datasets [13]. However,
their applicability in real-world scenarios is limited due to
the high computational cost of adversarial training, which
requires increasingly large and better artificial datasets to
maintain effectiveness [4]. Moreover, they may fail to de-
fend against perturbations not encountered during training
and in some cases, even increase susceptibility to such at-
tacks [43], necessitating costly retraining whenever new at-
tack types emerge. Noise addition during training also be-
longs to this category. Simpler techniques such as Gaussian,
Poisson, or uniform noise addition during training can im-
prove robustness to adversarial attacks [17, 40], while also
enhancing a network’s resilience to noise at inference time
[11, 30, 40].

Additive noise and random transformation methods.
The second category encompasses methods that introduce
randomness at inference time to inhibit adversarial attacks
by making gradients unreliable. This randomness can be
implemented via various techniques: noise addition to in-
put data [40], noise addition within the network [11, 30],
random input transformations such as resizing [47], or ap-
plying a randomly selected transformation from a set [36].
To mitigate the accuracy degradation introduced by ran-
domness, these methods often incorporate additional mech-
anisms. First, they train models with noise to improve the
inference accuracy under noise addition [11, 30, 40]. Sec-
ond, they employ ensembles of stochastic models, which
classify samples via majority vote [11, 29, 30]. However,
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ensemble methods drastically increase computational cost
during inference, limiting their practicality in real-time or
resource-constrained settings.

Filtering methods. In the third category, adversar-
ial perturbations are filtered out through various means.
These include simple methods like Gaussian filtering [51]
and bilateral filtering [37, 42], as well as more complex
image processing strategies such as JPEG compression
[15, 16, 22]. Another line of work employs denoising neu-
ral networks (NNs) [21, 31], which can enhance robustness
but come with significant computational overhead during
both training and inference. A further key limitation of NN-
based preprocessors is their own vulnerability to adversarial
attacks, which can undermine their defensive effectiveness
[21]. More recent work explores combining noise addition
with denoising NNs [8]. This approach leverages the syn-
ergy between added noise and subsequent denoising to im-
prove robust accuracy, as the denoiser simultaneously atten-
uates adversarial perturbations and filters out the introduced
noise.

Combining filtering and additive noise. Our prepro-
cessor combines bilateral filtering (a filtering methods) and
Gaussian noise addition (a type of additive noise perturba-
tion) during both training and inference. Thus, our approach
is effectively a combination of the three defense mecha-
nisms described above. To the best of our knowledge, such
combination has not yet been explored, nor has the joint
use of any simple noise and filtering methods applied dur-
ing both training and inference.

3. Our Preprocessor

We preprocess the input data with a combination of in-
dependent zero-mean Gaussian noise to each pixel chan-
nel and multiple iterations of bilateral filtering. We chose
pixel-wise Gaussian noise due to its simplicity and demon-
strated effectiveness in improving adversarial robustness
[11, 30, 40]. For the filtering step, we found that repeatedly
applying bilateral filters gave the best results, as they effec-
tively reduce noise while preserving sharp edges and image
structure [42]. See Appendix ?? for a detailed description
of the two components.

4. Theory

Adversarial attacks in the context of image classification are
small pixel-wise perturbations of images that change the
classification provided by a deep neuronal network. Such
attacks are different from random perturbations (i.e. noise)
or coarse modifications (i.e. image counterfeiting), and
are often input-specific found by sophisticated optimization
procedures. Furthermore, those attacks are generally im-
perceptible to humans, a feature that makes them particu-
larly problematic for real-world deployment. In this section



we analyze both attacks and potential defenses through ge-
ometric tools.

We start by providing some basic definitions which are
illustrated in Fig 1. We consider a set of input images
xr € X, where X is the space of possible images with
dimension D. Unaltered images belong to a single class,
which is defined by a set of points in image space. A neu-
ral network f(-) receives an input image and classifies it as
belonging to one of the classes. The neural network can be
characterized by a set of decision boundaries between pairs
of classes in image space which are smooth D — 1 dimen-
sional manifolds that separate two classes, with a maximum
sectional curvature c.

An adversarial attack for an image z that is (correctly)
classified as belonging to a given class is a vector a, such
that « + a, crosses the decision boundary. However, not all
vectors are valid: an adversarial attack must have a small
norm |la;|| < r, which defines a sphere around the im-
age that we will denote as an adversarial sphere. Further-
more, it must be not generate a misclassifications by a hu-
man (otherwise it would be image counterfeiting). Thus, we
assume the existence of a unique human classification func-
tion h. . which defines a "true” decision boundary. This
boundary allows us to define an adversarial volume reflect-
ing the amount of adversarial attacks,

V@)= [ LG £hG) = f@)de )
zeB(x,r)

where B(x,r) is a ball of radius r around z. V,(z) is a
centerpiece of our analysis, as it allows us to compare ad-
versarial defenses: if we fix a given V, (), we can then ask
what is the shape of adversarial attacks that would bypass a
given defense. Furthermore, it is also relevant for adversar-
ial training, as existing theoretical works argue that adver-
sarial training works by reducing ’dimples” in the decision
boundary, which is equivalent to reducing V,, (x) [39]. Thus,
our analysis here will be a natural complement to adversar-
ial training.

Filters: To analyze filters, we consider an idealized de-
noising filter which we model as a function p(z) : X — X
that leaves the unaltered images unaffected, attenuates any
deviation from the image, and is otherwise smooth and has
full range.

Intuitively, an idealized filter pushes any perturbation of
the image (such as an adversarial attack) back towards the
image manifold. In the worst case, the decision boundary
would be very close to the image manifold, and thus the
filter would not be able to push the perturbed image back
to the correct side. Note however, that this setting only re-
quires one point to be close to the boundary, and thus we
only need to allocate the adversarial volume V, (x) accord-
ingly. See Fig. 1.b-c for a best- and worst-case boundary
with a fixed V, (z).
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Figure 1. Illustration of the mathematical analysis. (a) Concepts
used in our analysis: An image (black rhombus) lies on a class
manifold (blue line). The neural network separates these classes
with a decision boundary (black line). An adversarial attack (red
arrow) is a small perturbation of the image within a specified ra-
dius (red circle) that pushes it across this boundary. (b-c¢) Adver-
sarial attacks in the presence of a filter (green arrows). The filter
attenuates perturbations from the image manifold, including those
introduced by adversarial attacks. In (b), the adversarial pertur-
bation lies far from the image manifold, so the filter effectively
cancels it. In (c), the attack is close to the image manifold and
cannot be fully suppressed by the filter. (d-e) Adversarial attacks
against noise (green area). Noise introduces random deviations
unknown to the attacker, which can disrupt adversarial perturba-
tions. The attack that fails against the filter can succeed with high
probability in the presence of noise, as the noise covers a broad
region around the attack (d). Conversely, the attack that succeeds
against the filter is likely to fail when noise is added, since it is not
spatially clustered (e).

More precisely, the worst possible shape of the decision
boundary is a thin cylinder that enters the adversarial sphere
and gets as close as possible to the image. Thus, for a fixed
adversarial volume V, (z), there could be a successful ad-
versarial attack if

V() >T(17

min

u) Spo(e2), 2)

where )\g(i;) is the minimum eigenvalue of the Jacobian ma-

trix .J,, of ¢, and Sp_1(c~'/2) is the volume of a sphere of
dimension D — 1 with curvature ¢ (inverse of the squared
radius). And even if such an attack exists, the adversarial
volume will be reduced by a factor of |J,|*=*, where « is
the ratio between V, () and Sp_1(c~'/2). The proofs are
presented in Appendix ??.

Noise: To study noise, we consider an image x perturbed
by an optimal adversarial attack a, and noise £ drawn from
a Gaussian distribution with variance o2. Intuitively, the
noise moves a perturbed image in a random direction, and
thus it would cross the boundary if that boundary covers
a low fraction of the volume around the perturbed image.
Thus, the worst-case scenario is a decision boundary that
is spherical around the attack, and the best case is a thin
filament. See Fig. 1.d-e for a best- and worst-case boundary
with a fixed V, ().




Thus, the worst possible arrangement of the adversarial
volume is given by a sphere placed at the edge of the adver-
sarial sphere, which results in the following upper bound on
the probability of an attack succeeding

> E))

_po(Val)
o
where erf is the cumulative gaussian function, and
pp (Vo (2)) is the radius of a sphere of volume V() in di-
mension D. The proof is presented in Appendix ??. We
extended the probabilistic bound to a combination of filters
and noise in the Appendix ??.

A crucial point of our theory is that both defenses tar-
get fundamentally different shapes of attacks (see Fig. 1).
Gaussian noise works when adversarial attacks that are dis-
tributed in thin filaments around the image, while it fails if
the attacks are clustered into large spheres in image space.
In contrast, filters work well when attacks are clustered
close to the edge of the maximum allowed norm of the ad-
versarial attack, but fail when they are close to the image.
Thus, our analysis suggest that combining those methods
will cover a wider range of potential attacks than using ei-
ther method alone.

Before testing out theory, it is worth making two re-
marks. First, our analysis focused on treating noise and
filters separately, ignoring their interactions. Analyzing the
combined effects of filters suggests that the effects are non-
commutative, but it is not clear which order would result in
higher accuracy; yet, we expect that adding noise and then
filtering should improve the system’s clean accuracy (see
Appendix ??), making this our default recommendation.
Second, we would expect that adversarial training pushes
the learned boundary towards the true boundary, thus reduc-
ing V,,(x) [39]. This it constitutes yet a different approach
that could further compound gains, albeit with significant
training overhead.

Pr[x+ax+€€A]§126rf<

5. Experiments

We mostly used the CIFAR-10 dataset [27] in our experi-
ments. We further use the Imagenet10 dataset [33] in a short
ablation study (see Appendix ??) to show that our prepro-
cessor also generalizes to other datasets.

Here, we summarize the key experimental details. If not
specified otherwise we apply noise first in our preproces-
sor. In Section 5.1, we used the EfficientNet-BO [41] as a
representative standard CNN, trained for 80 epochs. In Sec-
tion 5.2, we used the Wide Residual Network (WRN) model
of different sizes [24, 48] with Swish activation functions
[24]. For the WRN training, we follow the adversarial train-
ing protocol introduced in TRADES [49], using the setup
from [45]. In addition, we augment training data with syn-
thetic samples generated by an elucidating diffusion model
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(EDM) [25]. The amount of generated data varies depend-
ing on the number of training epochs. Due to the high com-
putational cost of adversarial training, we were unable to re-
port standard deviations for experiments on the WRN. See
Appendix ?? for a comprehensive description.

5.1. Ablation study

In this first section, we perform an ablation study to demon-
strate that both the bilateral filter [42] and the Gaussian
noise component are necessary to achieve the highest ro-
bust accuracy with our preprocessing strategy. To do so, we
train standard CNN models [41] with and without differ-
ent pre-processing methods on the CIFAR-10 dataset. Each
model variant is evaluated against multiple adversarial at-
tacks and Gaussian noise perturbations (see Appendix ??
for a description of the different adversarial attacks).

Our ablation study (see Table 1) shows that adding Gaus-
sian noise during both training and inference increases
robustness against all types of adversarial perturbations,
whereas adding a bilateral filter during both phases im-
proves robustness only against certain perturbations. When
these two methods are combined, they achieve higher ac-
curacy than either component alone across all adversarial
perturbations. Comparing the accuracy gains of the pre-
processor models relative to the standard CNN, we observe
that for four out of six perturbations, the combined model’s
gain exceeds the sum of the individual gains — a supralin-
ear effect. Under the Lo attack, where the combined gain
is smaller than the sum of its parts, both individual prepro-
cessors already show high robustness relative to their per-
formance under other adversarial perturbations. Regarding
clean accuracy, all preprocessing variants show a reduction,
with the combined preprocessor having the lowest clean ac-
curacy. Interestingly, the drop in clean accuracy for the
combined model is less than the sum of the individual drops.

We further conducted experiments over a wider range of
adversarial perturbation magnitudes and Gaussian noise in-
tensities, and also evaluated several other defense methods:
JPEG compression [15, 16, 22], Fast Adversarial Training
[46] and our best combined preprocessor (see Tables ??
and ??). These results show that while both Fast Adver-
sarial Training and our best preprocessor achieve strong ro-
bustness against most attacks and Gaussian noise, each ex-
hibits specific weaknesses (see Table ??). Fast Adversarial
Training performs poorly against the C&W attack [7], with
a robust accuracy of 20.9%, whereas our best preproces-
sor is weakest against the EoT attack [50], with a robust
accuracy of 30.8%. JPEG compression is somewhat less
effective than bilateral filtering alone for adversarial per-
turbations and is significantly less robust against Gaussian
noise. Finally, to determine suitable preprocessor param-
eters, we conducted an extensive sensitivity analysis using
FGSM (see Figure 2?7?).



Table 1. Ablation study table, showing test accuracy (in %) on the CIFAR10 dataset and under different adversarial attacks. We test
standard CNN models [41] trained without (first row) and with different defense methods. We also report sum of the accuracy gain of the
individual methods per attack as linear gain and the actual gain when combining does two( Noise + Bil.) as actual gain. For L, attacks,
we set € = 0.03 ~ 8/255, and for Lo attacks, we set € = 0.51, which are standard values in the literature [15, 16]. For the C&W attack,
we set ¢ = 1.8 for the standard CNN as the strongest tested attacks. Hyperparameters for all methods and the adversarial attacks are listed
in the appendix Tables ?? and ??, respectively.

Method Clean FGSM Lo EoT. Lo C&W

Standard CNN [41] 74.5% +2.4 3.5% £2.1 02% £0.4  0.2% 0.5 1.3% £0.6  0.6% £0.6

+ Bil. 69.0% £2.2 10.0% 1.2 1.0% £0.4 1.2% +0.5 11.9% £1.4 0.5% £0.3
+ Noise 68.5% +1.7 22.8% +1.3 255% +1.2 12.0% £0.9 49.6% £1.4 43.0% £1.0
+ Noise + Bil. 67.9% 1.4 339% +£1.7 36.5% £1.5 189% 1.4 58.5% £1.7 47.2% +1.0
+ Bil. + Noise 67.5% +0.3 30.8% +0.5 28.1% +0.5 15.1% £0.5 54.1% £0.4 41.8% £0.6
linear gain -11.5% 25.8% 26.1% 12.8% 58.9% 42.3%
actual gain -6.6% 30.4% 36.2% 18.7% 57.2% 46.6%

Table 2. Test accuracy (in %) on the clean CIFAR-10 dataset and under AutoAttack and its EoT variant. Prepro. 10/50 and Prepro.
20/80 refer to the number of bilateral filters used during training and inference, respectively (e.g., 10 filters during training and 50 during
inference). The preprocessor also includes Gaussian noise with zero mean and a variance of 0.032. Our best model is a WRN-82-12 with
a 20/100 preprocessor, while the current state-of-the-art (SotA) model without postprocessing is a WRN-94-16. All WRN-28-4, 28-10
and our best model in this table are trained and evaluated by us, while the WRN-82-12 without preprocessor and the 94-16 are taken from
the literature [4] for a comparison. The number of epochs of adversarial training varies based on the amount of generated data and the
model used. Best results under the same training condition as well as the best results comparing the SotA, WRN-82-12 and our best model
are highlighted in bold. Hyperparameters for the preprocessor and the adversarial training are listed in the appendix Tables ?? and ??,
respectively.

Method Epochs Artificial data  Clean AutoAttack EoT AutoAttack
WRN-28-4 400 1M 87.44% 58.28% -
+ Prepro. 10/50 86.32% 67.24% 62.36%
WRN-28-10 400 1M 88.96% 61.60% -
+ Prepro. 10/50 87.70% 68.56% 63.68%
+ Prepro. 20/80 88.24%  69.60% 67.2%
WRN-28-10 2400 20M 90.12%  64.40% -
+ Prepro. 20/80 90.52%  73.08% 70.9%
SotA model [4] 10000 500 M 93.68% 73.71% -
WRN-82-12 [4] 3000 150 M 93.04% 71.41% -
+ Prepro. 20/100 3000 50 M 90.12%  74.32% 73.00%
5.2. Integration with state-of-the-art models computational requirements of such test, we use only the

configuration noise then filter. Integrating the preproces-
sor leads to improved adversarial robustness. In all our
experiments, WRN models equipped with the preprocessor
consistently achieve 6-9% higher robust accuracy against
standard AutoAttack, with only a minimal drop in clean ac-
curacy (see Table 2). Against the computationally more ex-
pensive EoT variant of AutoAttack, our method achieves a
2-6% improvement in robust accuracy compared to mod-

In this second section, we evaluate how well our preproces-
sor integrates with SotA WRN models and compare their
performance against top-ranked models on RobustBench
[13]. Specifically, we train WRN models of various sizes
using adversarial training, both with and without our pre-
processor, and evaluate their robustness using AutoAttack
[13] as well as various other attacks. Note that given the
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Figure 2. a) Test accuracy (in %) under AutoAttack in function of the number of training FLOPs (proportional to the number of training
epochs, see Appendix ??). Our WRN models trained with and without the preprocessor are shown in orange and green, respectively (see
legend). Results from prior work [4, 14, 45] are shown in blue. The results of the linear fit for models with our preprocessor are slope
a = 3.25 £ 0.47, intercept b = 8.53 £ 5.05, and for prior work, slope a = 4.21 £ 0.23, intercept b = —14.98 + 4.56 (see Appendix
??). b) Test accuracy of our WRN-28-4, WRN-28-10, and WRN-82-12 models, along with the corresponding models from [14, 45], as
highlighted by boxes in panel a. Models are color-coded according to the legend in panel a.

els without the preprocessor, with minimal clean accuracy
loss (j1%), and it even increases clean accuracy for the
longer trained WRN-28-10. Our method scales effectively
with the number of training epochs: training the WRN-
28-10 model for 2400 epochs yielded 73.08% robust accu-
racy, approaching the top-ranked models on RobustBench
[13]. Remarkably, our largest model tested the WRN-82-12
achieves a 0.6% gain over the previous state-of-the-art with-
out postprocessing [1] on the standard AutoAttack bench-
mark, while employing a model that is roughly half the size,
needs 6x less synthetic data, and completes training in about
one-third the number of epochs.

The preprocessor scales efficiently with model size.
Next, we analyze the relation between robust accuracy un-
der AutoAttack and the computational cost, measured in
FLOPs, required for adversarial training. Our comparison
includes results from recent work [4, 14, 45] listed in Ro-
bustBench [13], including current and previous SotA meth-
ods. When integrating our preprocessor into WRN models,
we consistently observe higher robust accuracy compared
to other models with similar training FLOPs, see Figure 2.
Specifically, our preprocessor improves the efficiency of ro-
bust accuracy relative to training cost: our models achieve
the same target accuracy as competing methods while us-
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ing only between 15% and 50% of their training FLOPs
(see Appendix ?? for the mathematical derivation). Addi-
tionally, our models achieve the highest accuracy relative
to inference cost, matching the performance of models that
require 6-9x more FLOPs at inference time (see Figure ??).

The preprocessor is effective against a wide range
of adversarial attacks. Finally, we evaluate the perfor-
mance of our preprocessor against a wide range of adver-
sarial attacks and perturbation strengths. Specifically, we
tested both the WRN-28-10 and WRN-28-4 models with the
preprocessor against APGD-Linf [12], EoTPGD [3], and
APGD-L2 [12] attacks. We also introduce a custom attack
called TABPDA based on BPDA [2] which is tailored to our
preprocessor. TABPDA generates adversarial examples on
images that have been processed only by the bilateral filter,
omitting the Gaussian noise component (see Appendix ?7?).
As shown in Figure 3, our preprocessor improves robustness
across all tested attacks, achieving at least a 5.5% increase
in robust accuracy at the most relevant perturbation level.
Additionaly, accuracy gains become more pronounced as
the perturbation strength increases, particularly against L2
norm attacks, which were not used during training.
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Figure 3. a) Test accuracy (in %) under the APGD-inf attack in function of the Maximum Perturbation Distance (¢). Our WRN models
without and with the preprocessor are plotted as solid and dashed lines, respectively (colors as indicated in the legend). The WRN-28-10
model was trained for 400 epochs, while WRN-28-10-long was trained for 2400 epochs. The orange vertical line marks the standard eval-
uation perturbation distances [13], and we annotate each model’s accuracy at those points in the adjacent boxes. Details of the adversarial
attacks used are provided in Appendix ??. b) Same as in a for the EOTPGD attack. ¢) Same as in a for the APGD-L2 attack. d) Same as

in a for the TABPDA attack.

6. Discussion

In this work, we analyzed the effects of idealized de-noising
filters and Gaussian noise on the geometry of adversarial at-
tacks, revealing that both methods are effective at canceling
different types of attacks. This leads us to hypothesize that
a combination of both methods would cover a wide fam-
ily of adversarial attacks. To test our theory by extending
a standard CNN that uses a preprocessor combining bilat-
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eral filtering with Gaussian noise addition. As expected,
the preprocessor yields supra-linear adversarial robustness
compared to using either method on its own (see Section
5.1) with a minimal drop on clean accuracy. Next, we test
a combination of our preprocessor with SotA adversarially
trained WRNs, benchmarking them using AutoAttack [13]
as well as other adversarial attacks (see Section 5.2). In
all tested attacks, our preprocessor increases adversarial ro-



bustness compared to using adversarial training alone, even
when we used a custom attack that targets our preproces-
sor explicitly. These gains are all the more relevant since
our preprocessor induces minimal computational overhead,
offering an efficient, yet powerful method to increase adver-
sarial robustness.

Concluding remarks. As our mathematical analysis of
filters and noise revealed that they are effective against dif-
ferent underlying attack distributions, we can use our em-
pirical observations to try to infer the underlying geometry
of adversarial attacks. For example, the fact that bilateral
filtering offers only modest gains in adversarial robustness
would suggest that filamentary attacks are always present to
some degree, and the supra-linear robustness given by the
combined pre-processor indicates that some of those “fil-
aments” can be rather thick. However, those observations
remain qualitative and untested, and more theoretical work
should explore the shape of adversarial regions using tools
from differential geometry.

Experimentally, we found a minor gap in the robust as
well as the clean accuracies reported (blue) and reproduced
(orange), even when using the exact same hyperparameters
(see Figure 2). The cause of this gap is unknown to us,
as the only difference is a slight combination of code from
other papers [4, 45], while the methods remain the same.
However, our results (green) still provide performance im-
provements beyond what has been reported (blue) for each
model. This could imply that using our preprocessor with
an exact replica of the code from one of the other papers
could further enhance resilience against AutoAttack. Ac-
cordingly, the larger drop in clean accuracy we observe be-
tween our best model (WRN-82-12) and the WRN-82-12
from [4] can be mostly attributed to slight training differ-
ences and the use of only a third of the artificial data.

Although our approach performs better for each WRN
architecture and on Imagenetl0, we observe diminishing
returns: the improvement over the SotA WRN becomes
smaller as model size and training resources increase (see
Figure 2 and Appendix ??) and for Imagenet10 only noise
in the preprocessor is nearly as good as the combined pre-
processor (see Table ??). We consider two possible expla-
nations for this effect. First, humans and therefore artificial
neural networks have an upper limit on classification accu-
racy under adversarial attacks around 90% [4], suggesting a
saturation effect for the WRNs. Similarly for Imagenet10,
if noise and bilateral filtering already work very well on
their own, they may saturate the possible performance gain
from their combination. Second only for WRNSs, large mod-
els with computationally expensive training may implicitly
learn transformations similar to those applied by our pre-
processor. In this case, our preprocessor would simply be
a way to speed up training by applying these transforma-
tions explicitly from the start and thus accelerating con-
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vergence. We further observed that integrating our prepro-
cessor into SotA adversarially trained WRNs notably en-
hances robustness against adversarial attack types (L2) and
perturbation distances not seen during training (larger than
8/255 ~ 0.03), see Figure 3. We believe that this gain
may come from gradient masking [2] implicit in the bi-
lateral filter, since our custom-made TABPDA (which by-
passes gradient masking) does not show this notable gap at
larger perturbation distances. Yet, even under TABPDA our
preprocessor still increases the robust accuracy, which sug-
gests that a substantial portion of the accuracy gain arises
from mechanisms not tied to obstructing adversarial exam-
ple generation, but instead from genuinely increasing the
intrinsic robustness of the overall model.

Future work. Future work should explore other types
of noise [40], filtering techniques, and adversarial training
methods, and their combinations, to find the most beneficial
combination of the three. A promising avenue to look
for alternative filters and noise is to consider biologically
inspired approaches. In fact, the robustness of humans
against adversarial attacks was an important component
of our preprocessor design: bilateral filters are known
to preserve shapes, an important human visual bias [19],
and there is plenty of evidence of noise in early visual
processing [5, 18]. Future work should consider further
biological features and analyze their relevance to improve
adversarial robustness. Such work would not only offer
benefits against adversarial attacks, but also help make
CNNs closer to humans, an avenue of research that has been
proven to be very fruitful in neuroscience [32, 38] Further
investigation into the differences in combinatorial gain
across datasets could yield deeper insights into how filters,
noise, and datasets interact in the context of adversarial
robustness. Furthermore, adapting adversarial training to
include BPDA and EoT-based attacks could increase robust
accuracy and training efficiency, since the PGD attack
used in SotA adversarial training is hindered by gradient
masking. TABPDA may be a good candidate for this
purpose as it combines both BPDA’s and EoT’s benefits,
while it uses a similar amount of FLOPs as PGD. Moreover,
new adversarial attacks that more effectively bypass our
preprocessor could help in both gaining further insights
into our preprocessor and in generating more robust models
by integrating them into the adversarial training. Such
training attacks would have to be designed considering the
randomness of the preprocessor without using EoT to stay
efficient like TABPDA. Finally, our work has focused on
CNNs, but the theoretical insights underlying our approach
are not specific to this architecture. This opens a promising
direction for future research: applying and adapting our
preprocessor to other models, such as vision transformers,
to evaluate its effectiveness more broadly.

Code availability: The code to reproduce the
experimental results can be found at https :
/ / github com / Asinix13 / simple -

preprocessor—-for—adversarial-robustnss—
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